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With the wide use of artificial intelligence techniques, especially deep learning models,
the security issue in artificial intelligence systems have become an important research
branch. This talk will introduce recent advance in artificial intelligence security,
especially evolutionary computation in artificial intelligence security. The primary
content of this talk includes two aspects, i.e., multi-label adversarial examples and
model version attacks. For multi-label adversarial examples, the black-box generation
algorithm and the complete black-box generation algorithm will be introduced, and
both algorithms are based on differential evolution. For the model version, the basic
idea will be presented first, and then two model inversion test techniques, which are
also based on differential evolution, will be introduced. Finally, this talk will briefly
discuss the future trend of artificial intelligence security.
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